Abstract-Cloud computing provides the facility to access shared resources and common infrastructure, offering services on demand over the network to perform operations that meet changing business needs. The location of physical resources and devices being accessed are typically not known to the end user. It also provides facilities for users to develop, deploy and manage their applications 'on the cloud', which entails virtualization of resources that maintains and manages itself. Confidentiality, Integrity, Authenticity and Privacy are essential concerns for both Cloud Service Providers and consumers as well. This paper proposes a scheme for enhancing the data authenticity, privacy and integrity of cloud data with the aid of an encryption scheme and a hash function which uses message digest.
I. INTRODUCTION
Cloud computing is defined by the National Institute of Standards and Technology (NIST) as "a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g. networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction". It is a prototype for large-scale distributed computing that makes use of existing technologies such as virtualization, service-orientation, and grid computing. It offers a different way to acquire and manage IT resources on a large scale. There is growing interest in cloud computing from consumers and Cloud Service Providers. For example, cloud service spending worldwide rose by over 20% in 2009 when overall IT spending dropped by about 4%. In 2010, most cloud consumers are small enterprises, but large enterprises were exploring the paradigm. Business or major activity users rely in some form, on IT and IT services. These services need to be enabling and appliance-like, and there must be an economy-of-scale for the total-cost-of-ownership to be better than it would be without cyber infrastructure. Technology needs to improve end user productivity and reduce technology-driven overhead. For example, unless IT is the primary business of an organization, less than 20% of its efforts not directly connected to its primary business should have to do with IT overhead; even though 80% of its business might be conducted using electronic means [1] .
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II. CLOUD COMPUTING
Cloud computing is a computing paradigm, where a large pool of systems are connected in private or public networks, to provide dynamically scalable infrastructure for application, data and file storage. With the advent of this technology, the cost of computation, application hosting, content storage and delivery is reduced significantly. Cloud computing is a practical approach to experience direct cost benefits and it has the potential to transform a data centre from a capital-intensive setup to a variable priced environment. The idea of cloud computing is based on a very fundamental principal of reusability of IT capabilities. The difference that cloud computing brings compared to traditional concepts of "grid computing", "distributed computing", "utility computing", or "autonomic computing" is to broaden horizons across organizational boundaries [2] .
More and more, small businesses are moving to cloud computing, signing up with Cloud Service Providers that make sophisticated applications more affordable as well as setting up their own accounts with public social media sites like Facebook. The trend is confirmed by Microsoft in its global SMB Cloud Adoption Study 2011, which found that 49% of small businesses expect to sign up for at least one cloud service in the next three years. Although cloud computing can offer small businesses significant cost-saving benefits, the service does come with certain security risks. The top five security concerns in cloud computing are: Secure data transfer, Secure software interfaces, Secure stored data, Authorized user access and Data separation. These risks should be addressed before publishing the cloud data to its servers and applications. Cloud computing offers small businesses too many benefits to dismiss out of hand.
A. Cloud Characteristics
The important five characteristics of cloud computing includes [3] : 1) Service on demand: This property involves valid customers using a web site or similar control panel interface to provision computing resources such as additional computers, network bandwidth or user email accounts, without requiring human interaction between customers and the Cloud Service Provider. 2) Internetworking: The internetworking enable the customers to access computing resources over networks such as the internet from a broad range of computing devices such as laptops and smart phones. 3) Virtualization of resources: This characteristic of virtualization involves the vendors using shared computing resources to provide cloud services to multiple customers. Virtualization and multi-tenancy mechanisms are typically used to both segregate and protect each customer and their data from other customers, and to make it appear to customer that they are the only user of a shared computer or software application. 4) Flexible processing: This property enables the rapid and automatic increase and decrease to the amount of available computer processing, storage and network bandwidth as required by customer demand. 5) Pay-for-use service: This pay -for -use service make customers only pay for the computing resources that they actually use, and being able to monitor their usage. This is analogous to household use of utilities such as electricity.
B. Cloud Service Models
Cloud Service Providers offer their services according to three fundamental models as indicated in Fig. 1 . They are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) where IaaS is the most basic and each higher model abstracts from the details of the lower models [4] , [5] . 
Infrastructure as a Service (IaaS): This involves the Cloud
Service Provider provides physical computer hardware including CPU processing, memory, data storage and network connectivity. The Cloud Service Provider may share their hardware among multiple customers referred to as "multiple tenants" using virtualization software. IaaS enables customers to run operating systems and software applications of their choice. Typically the Cloud Service Provider controls and maintains the physical computer hardware. Typically the customer controls and maintains the operating systems and software applications. Example for IaaS vendor services includes Amazon Elastic Compute Cloud (EC2), GoGrid and Rackspace Cloud [6] .
Platform as a Service (PaaS): The service involves the vendor provides Infrastructure as a Service plus operating systems and server applications such as web servers. PaaS enables customers to use the Cloud Service Provider's cloud infrastructure to deploy web applications and other software developed by the customer using programming languages supported by the Cloud Service Provider. 
III. CLOUD SECURITY
Cloud computing offers potential benefits like cost savings and improved business outcomes for the business concerns. However, there are a variety of cloud data security risks that need to be carefully considered. Risks will vary depending on the sensitivity of the data to be stored or processed, and how the chosen Cloud Service Provider has implemented their specific cloud services [7] .
The enterprises are looking toward cloud computing horizons to expand their on-premises infrastructure, but most cannot afford the risk of compromising the security of their applications and data. Security ranked first as the greatest challenge or issue of cloud computing. Security and Privacy affect the entire cloud computing stack, since there is a massive use of third-party services and infrastructures that are used to host important data or to perform operations that are very critical [8] .
Corporate companies and individuals are concerned about how security and compliance integrity can be maintained in this new environment. As cloud computing encompasses many technologies including networks, databases, operating systems, virtualization, resource scheduling, transaction management, load balancing, concurrency control and memory management, there are numerous security issues for cloud computing. Therefore, security issues for many of these systems and technologies are applicable to cloud computing. The important keys to security of cloud computing encompasses Security, Confidentiality, Authenticity, Privacy and Integrity of the data stored in cloud.
Security refers to Confidentiality, Integrity and Availability, which pose major issues for Cloud Service Providers. Confidentiality refers to limiting cloud data access and disclosure to authorized users and preventing access by or disclosure to unauthorized ones. Underpinning the goal of confidentiality are authentication methods like user-IDs and passwords that uniquely identify a data system's users, and supporting control methods that limit each identified user's access to the data system's resources.
Integrity refers to the trustworthiness of cloud data resources. It includes the concept of data integrity, namely, that data have not been changed inappropriately, whether by accident or deliberately. Integrity of cloud data includes only preservation without corruption of whatever was transmitted or entered into the system. Availability refers to the availability of cloud data. Availability, like other aspects of security, may be affected by purely technical issues (e.g., a malfunctioning part of a computer or communications device), natural phenomena (e.g., wind or water), or human causes (accidental or deliberate).
One benefit of cloud computing is that client software security does not need to be enforced as strictly as before. This aspect concerns the view of cloud computing as software as a service, as it becomes more important to ensure security of data transfer rather than a traditional secure application life cycle [9] , [10] .
IV. CRYPTOGRAPHY BASED CLOUD COMPUTING
The cloud computing model for delivering computing services offers less expensive access to a variety of standardized services from various providers. But after outsourcing a service to the cloud, the owner no longer controls the platform on which the service runs. The user is bound to trust the Cloud Service Provider for Correctness, Privacy, and Integrity of its data and computations. Cryptographic mechanisms can reduce such trust by allowing the user to protect its data and computations, as well as to verify aspects of remote computation [11] .
As with other hosted services, data protection is an issue when considering cloud computing. The main data protection risks to the cloud data are loss of data by third-party service providers, unauthorized access to the cloud data, malicious activities targeting Cloud Service Provider and poor internal IT security compromising data protection. Before introducing a cloud computing system, a risk assessment of these hazards and their potential impact on the data should be carried out [12] .
High levels of data protection are necessary for cloud applications, and the associated security measures have to be taken to protect the private data on the cloud from these risks.This paper addresses the following areas of risks in cloud computing: 1) Secure storage of data in the cloud environment 2) Protecting data from unauthorized access 2 explains the approach which is based on asymmetric cryptography and the message digest. The data stored in the cloud may initially be encrypted using an asymmetric cryptographic algorithm like RSA to produce a cipher text and then a message digest is been generated for that cipher text using MD5 Algorithm. Whenever the client access the data stored in the cloud, the message digest is been regenerated using the same hash function to check the correctness of data in the cloud. If the correctness is achieved, then the cipher text is decrypted to obtain the original plaintext or data previously stored [13] .
A. Data Encryption using RSA
The data stored in cloud is encrypted using an asymmetric algorithm (RSA algorithm) before storage to enforce data integrity in cloud environment. The algorithm follows public key cryptography which has two different keys public and private key one for encryption and another one for decryption. The algorithm is briefly discussed below [14] This enforces the privacy of client data over the cloud and makes the other users not to access the original cloud data since it has been encrypted.
B. Message Digest -MD5
The authenticity of the cloud data may be ensured with the generation of message digest using a hash function of MD5. This algorithm generates 128 bit message digest before publishing the data and after encryption in the cloud. The same algorithm is used to regenerate the message digest to ensure the authenticity of data during the storage. The algorithm is given as [18] , [19] :
Step 1. Append padding bits: The input message is "padded" (extended) so that its length (in bits) equals to 448 mod 512. Padding is always performed, even if the length of the message is already 448 mod 512.
Step 2. Append length: A 64-bit representation of the length of the message is appended to the result of step1. If the length of the message is greater than 2
64
, only the low-order 64 bits will be used.
Step Step 4. Process message in 16-word blocks: Four functions will be defined such that each function takes an input of three 32-bit words and produces a 32-bit word output. At the end of this process, a sum of 128 bit message digest is been generated from all the four functions. The client when retrieving the cloud data from the Cloud Service Provider, a message digest is been regenerated and has been verified with the previously generated message digest. If the 128 bit message digest is matched with the previously generated digest, then the data is decrypted using RSA algorithm to get the original data stored in the cloud.
V. CONCLUSION
This paper proposes a more effective and distributed two level security scheme to address the data storage security issue in cloud computing. As it rely on the asymmetric cryptography for protecting user data including encryption prior to storage, user authentication procedures prior to storage or retrieval, and building secure channels for data transmission, this method achieves the Reliability, Authenticity and Integrity of the cloud data. This approach of security model is expected to provide more security to user's data in cloud computing during storage and against unauthorized data modification attacks.
